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1 Summary

As digital forensic examiners with Abertay Forensic Department, we have been requested to assist
in evidence acquisition and analysis for any and all digital media seized from the house of Mr John
Doe who is accused with possession of indecent images of birds and bird-related material.

We have been summoned to seize all electronic equipment that may hold evidence. Industry-
standard digital forensic software and methodologies were used to retrieve evidence that may assist
in proving the accused innocent or guilty.

2 Description of Investigation

2.1 Description of Crime(s) Taken Place

John Doe is accused of holding numerous indecent images of birds and bird-related materials in-
cluding (but not limited to) accessing birdwatching websites, guides on birdwatching expeditions
and tips on building and maintaining bird boxes. Despite recovering over 100 files of interest from
the suspect’s PC, most of the files were created within days of each other in separate ‘episodes’.
Each ‘episode’ is listed and described (in chronological order) below:
Episode 1 - Creation of Image Using Sony Cybershot Camera

This episode took place on 30/12/2002 and contained the creation of one image of a bird (titled
‘BC7 feeding the birds.jpg’ with underscores to obfuscate the file) that was created at 12:28:49
GMT using a Sony Cybershot camera. This image was also located in the Thunderbird Mail Client
application folder.
Episode 2 - Creation of Image Using Canon EOS-1DS Camera

One image of a bird was created with the Canon EOS-1DS camera at 16:14:10 GMT on
29/01/2003. The same image exists in two locations on the computer under two different file
names: f0002368.jpg and BellbirdJumpingOffBranch.jpg.
Episode 3 - Creation of Images Using Canon PowerShot SD100 Camera

A total of 102 images were recovered from a Canon PowerShot SD100 camera. A large majority
of these images related directly to birds or birdwatching. This is discussed further in Section 2.4.2
and the images are available to view in Appendix 1, Section 6.1.2. The date of creation for these
images ranges from 09/06/2004 19:02:28 BST to 27/06/2004 18:28:34 BST and would indicate a
birdwatching field trip.
Episode 4 - Internet Browsing Session/Creation of Several Files of Interest

Throughout 02/02/2005, between 14:18:53 GMT and 16:46:32 GMT, several files of interest
were created and several files were viewed:

• A text file (nestboxtips.txt) was recovered from the johndoe user section of the hard drive
that contained information on building and maintaining bird boxes. The file was created at
14:29:30 GMT on 02/02/2005. This artefact is discussed further in Section 2.4.9 and the
contents of the file can be viewed in Appendix 6.1.9.

• An audio file (kakapo.ram) that was within the johndoe section of the hard drive was created
at 15:11:41 GMT on 02/02/2005. This was an audio file used to stream from a remote website.
The remote website (at the time of the investigation) was not working, so the audio could not
be streamed. Despite this, the filename (Kakapo) is also a known breed of bird.

• A word document (birdwatching.doc) was created at 16:25:10 GMT on 02/02/2005. This con-
tained a comprehensive guide to preparing for a birdwatching trip. This artefact is discussed
further in Section 2.4.5.

• An encrypted file (birdpics.gpg) that was found in johndoe’s user account was created on
02/02/2005 at 16:46:32 GMT. This was found to contain several indecent images of birds
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when successfully decrypted. This artefact is discussed further in Section 2.4.3 and the
recovered images of birds can be viewed in Section 6.1.5.

• Web browser history revealed that several of the recovered indecent images of birds were
viewed alongside the web page aa010703.htm during an internet browsing session. This is
further discussed in Section 2.4.4.

Episode 5 - Creation of Several Files of Interest
Between 12:08:40 GMT and 14:45:17 GMT on 03/02/2005 several files of interest were created:

• A .dll file (CrouchingKokako.dll) was created at 12:08:40 GMT on 03/02/2005 that was ac-
tually a compressed .zip file with the extension changed to .dll as an attempt to hide the file
from forensic recovery. The file contained several indecent images of birds. This artefact is
discussed further in Section 2.4.6 and the recovered images of birds can be viewed in Section
6.1.6.

• One audio file (aggressive song.wav) was created on 03/02/2005 at 12:23:00 GMT.

• A Microsoft Word document (Doc1.doc) was located in the johndoe user account of the hard
drive. This document was created on 03/02/2005 at 14:19:12 GMT and contained one indecent
image of a bird within the document. This artefact is discussed further in Section 2.4.10 and
the contents of the document can be viewed in Section 6.1.10.

• An executable file (FantailFrontView.exe) was detected as having the wrong extension in
Autopsy. The file extension was determined to be .jpg. Changing the extension revealed a
single image of a bird. This was another attempt to hide an inappropriate image of a bird
from forensic recovery. This file was created on 03/02/2005 at 14:45:17 GMT. This evidence
artefact is discussed further in Section 2.4.7 and the image recovered can be viewed in Section
6.1.7.

Episode 6 - Email Conversations
Several emails of interest involving the email address jdoe@example.com were discovered in the

Thunderbird Email Client folder. All email conversations were received on 09/02/2005 at 11:08:01
GMT. There were four conversations with a person called ‘Ben Forbes’, and one email from a
mailing list involving birds. The contents is discussed further in Section 2.4.14 and the images of
birds recovered from the email client can be viewed in Section 6.1.12.

2.2 Description and Recovered/Examined Files

2.2.1 Acquisition

During the raid of the Mr John Doe’s property, several items were seized for further investigation
at the forensics lab. All seized items were located in one area, at a computer desk. The items were
powered off, meaning no potential evidence existed in RAM or on the network. Live imaging of the
disk was also unnecessary because of the powered-off state.

Photographs with evidence tags for all devices seized can be viewed in Appendix 2.

Table 1: Recovered Items
Exhibit Reference Name/Model Description Serial Number
CDBIJW-DESKTOP HP EliteDesk HP Desktop Computer CZC62498YL
CDBIJW-MONITOR HP EliteDisplay E202 HP Computer Monitor 3CQ6103S2V
CDBIJW-KEYBOARD HP Computer Keyboard HP Computer Keyboard n/a
CDBIJW-MOUSE HP Computer Mouse HP Computer Mouse n/a
CDBIJW-PHOTOGRAPH n/a Photograph of boat n/a
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After seizure, all evidence was stored securely in an evidence locker within the Abertay Forensics
Department building. The relevant chain of custody forms were also recorded to track the which
police and forensic personnel handled the evidence throughout the investigation.

Following the relevant chain of custody process throughout the entire investigation ensures that
the evidence was left pristine, and untampered. The chain of custody document can be viewed in
Figure 96 in Appendix 5.

2.3 Methodology

2.3.1 Preservation

After signing the evidence out from the evidence locker, the hard disk drive was removed from the
HP computer, preventing any data from being modified. The computer was booted to the Basic
Input/Output System (BIOS), and the date and time of the BIOS clock were cross-checked with the
watch of the forensic investigator. This ensured that any dates/times presented alongside evidence
were presented accurately, or the appropriate date/time offset was applied if there was any skew in
date/time. The date and time were found to be accurate, as shown in Appendix 3.

The next stage of the process involved creating an MD5 checksum of the suspect’s hard drive.
This is a sequence of numbers and letters that uniquely identifies the hard drive’s contents, as if
one piece of information changes the checksum will change substantially.

Next, an exact clone of the suspect’s hard disk drive was created as a .dd file. Creating this
clone, and working exclusively from it ensured that the original hard drive (and the evidence on
the drive) were left untouched and untampered. An MD5 checksum of the .dd file was taken. The
two checksum’s matched, confirming that the clone of the hard drive was perfectly accurate. The
MD5 checksum for the suspect hard drive is:

d63dd1b8917ca28bac7c955fc3b6cd25

2.3.2 Antivirus Scan

An antivirus scan was conducted on the disk image after seizure, this was to ensure no malware
was present on the drive that could potentially install or download indecent images of birds. Clam-
scan/ClamAV was used, and the scan results indicated that there was no malware or viruses present
on the suspects hard drive. This is shown in Figure 94 in Appendix 4.

2.3.3 Physical and Logical Search

Having a copy of the disk allows for different types of searching. The first search method is called
a physical search, which searches the contents of the .dd file as one entire file. With this method,
no filesystem exists, more complex searches can be undertaken and deleted files can be recovered
with the digital forensic software Autopsy.

The second search method is a logical search. This involves treating the disk image as a hard
drive, not as a single file. The file system and the registry can be explored to find devices previously
connected to the computer.

Both methods require the use of a write blocker. This device prevents any data from being
written to the hard drive, and prevents any evidence from being modified or tampered with, either
purposefully or accidentally.

2.4 Analysis

2.4.1 Disk Information & Partition Table

The first stage of the analysis included examining the various partitions contained on the hard
drive, as well as determining the user accounts on the operating system. The partitions included:
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• Volume 1 (vol1): Unallocated Space (63 bytes)

• Volume 2 (vol2): NTFS/exFAT Formatted Partition (3.14GB)

• Volume 3 (vol3): Unallocated Space (2.62GB)

Despite showing as an unallocated partition (meaning that it was not intended to store any
files), volume 3 contained numerous files including numerous indecent images of birds and a guide
for bird watching. This would indicate an effort to conceal these files.

Three user accounts were also found on the Windows partition of the hard drive, the account
names were:

• johndoe

• jane

• bob

2.4.2 Images From Cameras

Metadata revealed that images recovered from the suspect’s computer were taken on three different
cameras:

• Canon PowerShot SD100

• Canon EOS-1DS

• Sony Cybershot

Canon PowerShot SD100
A total of 29 images directly relating to birds, birdwatching and bird paraphernalia were found to

be taken on a Canon PowerShot SD100 camera. These images are shown from Figure 30 to Figure 58
in Section 6.1.2. The majority of the images related directly to birds and birdwatching, however,
further images of a group of people were discovered that may indicated a group birdwatching
expedition. This can be proven by matching the date and time that the images of birds were taken
with the date and time that the image of the people pictured in the photographs (using the date
and time information contained within the photograph). These dates and times were mentioned in
the description of Episode 3, above.
Canon EOS-1DS

Just one image was found that was taken on a Canon EOS-1DS, but was found in 2 different
locations (with the same MD5 checksum). Both of the images were found in unallocated disk space,
as an attempt to hide the files. BellbirdJumpingOffbranch.jpg was found in the root of vol3, and
f0002368.jpg was found in vol3/$CarvedFiles. The images can be viewed in Section 6.1.3.
Sony Powershot

Just one image was found to be taken on a Sony Powershot camera, and the image was retrieved
from the inbox folder under the Thunderbird Mail Client. There was also an attempt to hide the
image from forensic recovery, by changing the file extension from .jpg to . j p g .

2.4.3 GPG File

An encrypted .GPG file was discovered in Document and Settings/johndoe/My Documents. The
file was protected with both a public/private keypair, and a password. The public and pri-
vate keys (pubring.gpg & secring.gpg) were found in Documents and Settings/johndoe/Application
Data/GnuPG.

The password protecting the file was determined to be ‘arran’. There was three potential ways
to discover the password:
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• Brute-force guess the password using a program such as John The Ripper. This method
would make hundreds of guesses per second guessing every possible password until the correct
password was found.

• The picture on the desk seized during the raid (shown in Figure 92 in Appendix 2 ) was a
photograph of the Isle of Arran.

• An email conversation was recovered which contained a word encoded in Base64 (a technique
to obfuscate the word). This word decoded to ‘arran’.

Entering the password released a compressed .tar.gz file. Uncompressing the file revealed five
inappropriate images of birds (shown in Section 6.1.5 ).

2.4.4 Birds Website

A web page aa010703.htm was discovered in johndoe’s user folder on the hard drive. This website
contains numerous references to birds, birdwatching, bird photography and birdboxes. Browser
history would indicate that the webpage was visited on during Episode 4, detailed above.

2.4.5 Birdwatching.doc

A file (birdwatching.doc) was discovered in the root directory of volume 2 (e.g. C:\). This document
(shown in Section 6.1.8 ) is a comprehensive guide that includes details on going on a birdwatching
expedition in Thailand, how to identify birds, the best times of day to watch for birds, tips for
birdwatching and contact details for birdwatching associations. The same file was also discovered
in volume 3 under a different name: f0005504.doc.

2.4.6 Birds Embedded in Fake .dll File

Every file on the operating system was hashed (which gives a unique identifier for each file). This
was cross-referenced with a database of known ‘good’ hashes. This process highlights files which
have previously remained unseen. A .dll file (CrouchingKokako.dll) was highlighted, which was an
abnormality since most Windows dll files are in the list of known good hashes. The file was later
determined to be a compressed .zip file, which when unzipped revealed seven inappropriate images
of birds (shown in Section 6.1.6 ).

2.4.7 Image Hidden in Fake .exe file

Autopsy detected a file mismatch on a file called ‘FantailFrontView.exe’ file and suggested the file
was actually a .jpg image file. Changing the file extension revealed another inappropriate image of
a bird shown in Section 6.1.7.

2.4.8 kakapo.ram

A .ram file was discovered, titled kakapo.ram. This was determined to be an audio file which streams
audio from a remote website, however, the file could not be played as the streaming source website
was now inactive, and no archived copies of the website could be found. It is noteworthy that a
kakapo is a known breed of bird

2.4.9 nestboxtips.txt

A text file nestboxtips.txt was discovered on the suspect drive which contained tips on placement
of a nest box. This included advice such as cleaning and maintenance next boxes, as well as the
positioning and common types of next boxes. A full screenshot of the document is available in
Section 6.1.9.
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2.4.10 Doc1.doc

A Microsoft Word document was recovered that contained a partial image of a bird, specifically
the right wing. Opening the document in Microsoft Office allowed for the image to be scaled down,
revealing the full image of a bird. A screenshot of the document is available under 6.1.10.

2.4.11 PDF Files

Three PDF files were discovered in volume 2 of the suspect’s hard drive. Due to the size of these
documents they are included fully as a separate documents, however previews of the documents
can be viewed in Section 6.1.11. These included details of birding sites around Perth, Western
Australia (f0180344.pdf), a University of California newsletter which details birds spotted at the
University of California Botanical Garden (f0273688.pdf), a birding guide (f0327896.pdf)

2.4.12 .wav File

A single .wav audio file (aggressive song.wav) was discovered in a folder associated with MSN
messenger. This audio file appeared to be a bird call/whistle. The file is attached as a separate
exhibit, rather than in the appendices of this report.

2.4.13 Discovered Email Addresses

• jdoe@mail.example.com

• jdoe@example.com

• jdoe@netscape.net

• johndoe@example.com

• johndoe@microsoft.com

• johndoe@netscape.net

• johndoe@office.microsoft.com

• johndoe@real.com

• johndoejohndoe@example.com

2.4.14 Email Account Contents

Four emails were received from ben@example.org that included a total of seven inappropriate
images of birds and one email was received from mailinglist@birds.example.com which included
several paragraphs explaining how to identify birds. Ben Forbes was also observed to thank
jdoe@example.com for sending some pictures. Removing the obfuscation from the file names, the
images recovered from the suspect’s hard drive (shown in Section 6.1.12 ) would match the files
referred to in the email metadata. These filenames were:

• 7EYBTELKF1KAN.jpg

• IMG\3937\filtered.jpg

• cute\penguin.jpg

• BC7 feeding the birds.jpg

• glfs-storm-birds.jpg
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• colorful-birds.jpg

• gawall8.jpg

2.4.15 Removable Drive

Throughout the investigation, references were made to files on the E:\drive, which was a removable
drive (such as a USB thumb drive or external hard drive). Further evidence of inappropriate images
of birds may exist on this drive, but it could not be determined without direct access to the drive.

2.4.16 Registry Examination

Registry examination offered further confirmation that the removable drive (assigned the drive
letter E:\) was connected to the computer, however, without seizure of the drive it could not be
fully examined. Registry analysis also showed John Doe as the registered owner of the computer
that was seized.

3 Conclusion

In total, 74 images relating to birds and birdwatching were recovered from the suspect’s hard drive.
Additionally, three PDF files, two word documents and two audio files relating to birds were also
recovered.

Registry examination showed that John Doe was the registered owner of the computer. A large
percentage of the recovered evidence was discovered either within the suspect’s user folders on the
hard drive, or in association with email addresses that could belong to the suspect. Some files were
recovered from unallocated hard drive space, and a minute amount of bird-related material was
discovered in other user’s directories.

An extensive effort was undertaken to hide certain files; including the encrypted file that was in
the suspect’s area of the hard drive, the files with names and extensions changed in an attempt to
evade forensic recovery and the numerous images of birds recovered from the unallocated section of
the hard drive.

An email conversation between John Doe and a person called ‘Ben Forbes’ further indicates
the suspect’s direct involvement with inappropriate images of birds, where the suspect willingly
received inappropriate images of birds from Ben, and was thanked by Ben for sending images.

The antivirus/malware scan by ClamScan/ClamAV showed no presence of any malware or
viruses, thus removing the probability of the inappropriate images of birds being inadvertently
downloaded by a computer virus.

4 Glossary of Terms

BIOS
BIOS (Basic Input/Output System) is firmware installed on every computer. Loading to the BIOS
does not load files from a hard drive, nor does it change the contents of a hard drive in any way.
For this reason, loading to the BIOS to check time-skew on the computer is deemed safe.
RAM
RAM (Random Access Memory) is a form of computer storage that only contains data (such as
open programs and files) when a computer is powered on. The RAM is cleared when a computer
is powered off. In the case of a computer still being powered on when seizure takes place, it is
important not to power off the computer immediately to preserve the contents of the RAM, as it
could contain evidence.
Partition
A hard drive can be split into multiple sections called partitions. This can be for a variety of reasons
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including installing multiple operating systems (one per partition) or to separate the files required
for an operating system from a user’s personal files. Having hidden partitions or partitions that
have not been allocated space are techniques that are well known techniques to hide files.
Encryption
Encryption is the process of jumbling the contents of a file or hard drive, therefore making the
contents of the file or hard drive unreadable without the decryption password. The decryption
password can be guessed using a computer program, and the shorter and simpler the password is,
the easier and faster it is to guess.

5 Equipment Required for Court Proceedings

The equipment and evidence listed below is required for the court proceedings:

• Evidence:

The suspect’s seized PC (Evidence Number: CDBIJW-Desktop) including the hard drive.

• Specialist Equipment

A workstation with Ubuntu - allows the drive to be mounted through loopback mounting.

A second partition on the workstation for Windows - required for specialist forensic
software.

Autopsy 4 - Specialist digital forensics program for evidence recovery.

MD5deep - A program that verifies the checksum of the disk to verify integrity.

GPG - Allows for decryption of birds.gpg file.

• A projector or large television for the courtroom to view evidence.
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6 Appendices

6.1 Appendix 1 - Images of Birds

6.1.1 Miscellaneous Images Discovered on Suspect Computer

Figure 1: 177.jpg

Figure 2: 40m.jpg
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Figure 3: 7107298.jpg

Figure 4: babyscot 2week1.jpg

13



Figure 5: babyscot vyoung.jpg

Figure 6: tn duck 3.jpg
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Figure 7: wbpremium s.jpg (Image of Bird Seed)

Figure 8: f0000536.jpg

15



Figure 9: f0000888.jpg

Figure 10: f0001224.jpg
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Figure 11: f0001624.jpg

Figure 12: f0002088.jpg
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Figure 13: f0003752.jpg

Figure 14: f0004248.jpg
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Figure 15: f0004856.jpg

Figure 16: f0005296.jpg
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Figure 17: f0005640.jpg

Figure 18: f0006264.jpg
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Figure 19: f0006704.jpg

Figure 20: f0007432.jpg
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Figure 21: f0007896.jpg

Figure 22: f0008424.jpg
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Figure 23: f0009552.jpg

Figure 24: f0009976.jpg
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Figure 25: f0010568.jpg

Figure 26: f0011192.jpg
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Figure 27: BaldEagle7oClock.jpg

Figure 28: Df1.jpg
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Figure 29: snow geese.jpg

6.1.2 Images From Canon PowerShot SD100 Camera

Figure 30: newbies2.jpg
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Figure 31: chicks2.jpg

Figure 32: birdtrans2.jpg
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Figure 33: ready2fledge.jpg

Figure 34: f0592136.jpg
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Figure 35: f0561264.jpg (Contains Bird Box in Image)

Figure 36: f0552688.jpg (Possible Evidence of a Birdwatching Trip)
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Figure 37: f0545184.jpg (Possible Evidence of a Birdwatching Trip)

Figure 38: f0544152.jpg (Possible Evidence of a Birdwatching Trip)
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Figure 39: f0533600.jpg (Possible Evidence of a Birdwatching Trip)

Figure 40: f0529544.jpg (Possible Evidence of a Birdwatching Trip)
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Figure 41: f0527448.jpg (Possible Evidence of a Birdwatching Trip)

Figure 42: f0526960.jpg
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Figure 43: f0525016.jpg (Possible Evidence of a Birdwatching Trip)

Figure 44: f0501184.jpg (Possible Evidence of a Birdwatching Trip)

33



Figure 45: f0493176.jpg (Contains Image of Birdbox)

Figure 46: f0464568.jpg (Contains Proof of Tampering with Birdbox)
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Figure 47: f0443520.jpg

Figure 48: f0441536.jpg
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Figure 49: f0440944.jpg

Figure 50: f0439400.jpg
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Figure 51: f0438640.jpg

Figure 52: f0416072.jpg
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Figure 53: f0415008.jpg

Figure 54: f0382464.jpg
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Figure 55: f0360392.jpg

Figure 56: f0345832.jpg
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Figure 57: f0345656.jpg

Figure 58: f0045880.jpg
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6.1.3 Images From Canon EOS-1DS Camera

Figure 59: BellbirdJumpingOffBranch.jpg

Figure 60: f0002368.jpg
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6.1.4 Images From Sony Cybershot Camera

Figure 61: feedingthebirds.jpg (Title with Obfuscation Removed)

6.1.5 Images From Encrypted GPG File

Figure 62: WhiteFacedHeronFlying.jpg
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Figure 63: WhiteFrontedParrot.jpg

Figure 64: WhiteThroatedSparrowInTree.jpg
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Figure 65: WhoopingCranes.jpg

Figure 66: yellow-wag-cover-nb.jpg
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6.1.6 Images From .dll File

Figure 67: brdWoodDuck.jpg

Figure 68: Brolga.jpg
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Figure 69: BrushTurkeyPerching.jpg

Figure 70: CanadaGoose.jpg
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Figure 71: CanadaGooseWashing.jpg

Figure 72: ChestnutMandibledToucan.jpg
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Figure 73: CrouchingKokako.jpg

6.1.7 Image From .exe File

Figure 74: FantailFrontView.jpg
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6.1.8 Screenshots of Birding Guide

Figure 75: An Insider’s Guide to Birdwatching 1/2
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Figure 76: An Insider’s Guide to Birdwatching 2/2

6.1.9 Screenshot of nestboxtips.txt

Figure 77: Screenshot of nestboxtips.txt
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6.1.10 Screenshot of Doc1.doc

Figure 78: Screenshot of Doc1.doc
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6.1.11 Screenshots of Recovered PDF’s

Figure 79: Screenshot of f0180344.pdf
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Figure 80: Screenshot of f0273688.pdf
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Figure 81: Screenshot of f0327896.pdf
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6.1.12 Images From Thunderbird Mail Client

Figure 82: 7EYBTELF1KAN.jpg

Figure 83: IMG3937filtered.jpg
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Figure 84: cutepenguin.jpg

Figure 85: glfs-storm-birds.jpg
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Figure 86: colorful-birds.jpg

Figure 87: gawall8.jpg
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6.2 Appendix 2 - Pictures of Evidence Seized

Figure 88: Overview of Crime Scene

Figure 89: Photo Discovered on Desk
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Figure 90: HP Computer

Figure 91: HP Monitor
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Figure 92: Picture Found on Desk
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6.3 Appendix 3 - Picture of Clock Skew

Figure 93: Check for Clock Skew
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6.4 Appendix 4 - Screenshot of Antivirus Scan Results

Figure 94: Antivirus Scan Results
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6.5 Appendix 5 - Seizure Documents

Figure 95: Initial Examination Checklist
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Figure 96: Chain of Custody Document
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